Is this necessary?
Ideally, this would be done automatically
once the preference is set.

Your credit card information will
no longer be stored in PayPal.

To delete your PayPal credit card information
now, go to www.paypal.com (?)

Privacy Preferences Tool

My Information History

based on your computer and internet use.

How can | change this?

2016

@ November 19

Google - you searched for “cute kittens”

Google Maps - you were at Mr. Pet, 54 9th ...

YouTube - you watched Cute Kittens video

and 4 more

@ November 15

The following informationhas been recorded about you,

details

details

details

PayPal - your credit card information was saved
PayPal has automatically saved your credit card

information on its website. You can stop services from
storing your credit card information by adjusting your

privacy preferences under Record - Wha,l AM.

'i.IEI

’L Request to Clear History ]

i

details
Safari - you visited www.cutekittens.com details
LinkedIn - your contacts were shared details
@ Novembers8
Google - you searched for “cats and rabbits” details
@ November7
Google - you searched for “best cat beds” details
Amazon.ca - you purchased “Comfy Cat Bed” details
CatsRUs.ca - your credit card information was ... details
and 1 more
@ October 31
Safari - you downloaded “Cat.jpg” details

OR

Privacy Preferences Tool

The following informatio preferences in

To control how your personal
My Information Histo] information is being used,
explore and set your privacy

you, based on your comp| My Privacy Preferences =

How canf change this?
NG
2016

@ November 19

Safari - you searched for “cute kittens”

Google Maps - you were at Mr. Pet, 54 9th ...

YouTube - you watched Cute Kittens video

and 4 more

@ November 15

details

details

details

PayPal - your credit card information was saved

Record -Who | AM.

[ Request to Clear History ]

PayPal has automatically saved your credit card information on its
website. You can stop services from storing your credit card
information by adjusting your privacy preferences under

show less
Safari - you visited www.cutekittens.com details
LinkedIn - your contacts were shared details
@ November 8
Safari - you searched for “cats and rabbits” details
@ November7
Safari - you searched for “best cat beds” details
Amazon.ca - you purchased “Comfy Cat Bed” details
CatsRUs.ca - your credit card information was ... details
and 1 more
@ October 31
Safari - you downloaded “Cat.jpg” details

No default, but recommended? Medium?

Choose a level of protection that works best for you.
Depending on the level you select, detailed choices will

be made below (under Record/Track/Share). Alternatively,
make your own detailed choices for a custom level of
protection.

once user has blocked credit card saving,
could they then be prompted /asked if they
want to delete that info the next time they
log into PayPal?

or - set a preference to erase history - and next time
user encounters the service, they will be asked to
confirm if they want to erase the history

except, it’s not really a preference, because once theg
other preferences are set it won’t be necessary

and what if user set preferences After history
was recorded, and still sees it in timeline later on
- would this be confusing?) add preference
changes to timeline?

My Privacy Preferences /

My privacy protection level Learn more

Low Medium High Custom

<= Return to Information History

Record

Decide what information is recorded on a website, in an
app, or on your computer.

Who | AM | WhatI DO Whol KNOW Wherel GO

Never record this information:

My name

My Social Insurance Number

My date of birth

My credit card information

Select All

Always ask me before recording:

My name

My Social Insurance Number

My date of birth

My credit card information

Select All

Allow recroding from my Trust List only:

My name

My Social Insurance Number

My date of birth

My credit card information

Select All

Track

Decide what data gets collected about you and by
whom.

Share

Decide what information is shared with others,
including other people, websites, apps or companies.

Privacy Preferences Tool

My Privacy Preferences

My privacy protection level (select one):

I I I
Low Medium High

<= Return to Information History

Record

app, or on your computer.

Track

whom.

Share

Learn more

Decide what information is recorded on a website, in an

Deti at data gets collected about you and by

Decide what information is shared with others,
including other people, websites, apps or companies.

My Privacy Preferences

My privacy protection level Learn more

Low Medium High Custom

<= Return to Information History

Record

Decide what information is recorded on a website, in an
app, or on your computer.

Who | AM | WhatI DO Whol KNOW Wherel GO

Never record this information:

My name

My Social Insurance Number

My date of birth

\/) My credit card information

Select All

Always ask me before recording:

My name

My Social Insurance Number

My date of birth

My credit card information

Select All

Allow recordifg fro

%my ust List only:
|

My Social Insurance Number

My name

My date of birth

My credit card information

Select All

Track

Decide what data gets collected about you and by
whom.

Share

Decide what information is shared with others,
including other people, websites, apps or companies.

Whol| AM What I DO Who | KNOW Wherel GO

What | DO Wherel GO

Who|AM WhatlI DO Who | KNOW Wherel GO

What | DO Where | GO

My Privacy Preferences

My privacy protection level Learn more

e

Low Medium High Custom

<= Return to Information History

Record

Decide what information is recorded on a website, in an
app, or on your computer.

Who | AM | WhatI DO Whol KNOW Wherel GO

Never record this information:

V) My name

My Social Insurance Number

My date of birth

V| My credit card information

Select All

Always ask me before recording:

My name

My Social Insurance Number

V| My date of birth

My credit card information

Select All

My Trust List

Share my information with websites and other services
on this list only.

You currently have no services on your list.
Add Services

1 Select All ‘

Track

Decide what data gets collected about you and by
whom.

Share

Decide what information is shared with others,
including other people, websites, apps or companies.

)

Never track this information:

Sites | visit

Purchases | make

Links | post

?

Select All

Always ask me before tracking:

Select All

Allow tracking from my Trust List only:

Select All

Privacy Preferences Tool

My Privacy Preferences

My privacy protection level (select one): Learn more
I I R R
I I I I
Low Medium High Custom

<= Return to Information History

Record

Decide what information is recorded on a website, in an
app, or on your computer.

Track

Decide what data gets collected about you and by
whom.

What | DO Where | GO

Browser Tracking
Site-specific

Your behaviour will only be tracked by the site you are
using. This helps the site owner understand who is using
the site and how, and may also be required for the site to
function properly. Once you leave the site your
information will be removed

Allow site-specific tracking

Third-party

Your behaviour may be tracked by services or companies
beyond the site you are using. This infomation can be
used to create a “digital fingerprint” of you, and may be
sold to and used by advertisers or others to create
targeted advertising and/or to identify you on different
websites or different devices. This may include purchases
you make or ...

Allow third-party tracking

Sticky
Your information will “stick” to your browser, such that it

will not be removed once you leave the site, and can be
used to identify you across the internet over time.

Allow sticky tracking

Share

Decide what information is shared with others,
including other people, websites, apps or companies.

Never share this information:
or
Always share this information (opting in)

Explore my Privacy Preferences

My Privacy Preferences

My privacy protection level Learn more

—— 0~

Record

app, or on your computer.

Decide what information is recorded on a website, in an

Who | AM | WhatI DO Whol KNOW Wherel GO

Never record this information:

V] My name

My Social Insurance Number

My date of birth

My credit card information

Select All

Always ask me before recording:

My name

My Social Insurance Number

V| My date of birth

My credit card information

Select All

My Trust List Edit List

on this list only.

- Bank of Montreal
- Ontario Health Services

Share my information with websites and other services

®

Track

Decide what data gets collected about you and by
whom.

Share

Decide what information is shared with others,
including other people, websites, apps or companies.

Privacy Preferences Tool

My Information History

The following informationhas been recorded about you,
based on your computer and internet use.

How can | change this?

2016

ﬁ November 27- you modified your Privacy Preferences
(this information has been recorded on this timeline only)

@ November 19

Google - you searched for “cute kittens” details

Google Maps - you were at Mr. Pet, 54 9th ... details

YouTube - you watched Cute Kittens video details
and 4 more

@ November 15

Less granular approach

PayPal - your credit card information was saved

PayPal has automatically saved your credit card information on its
website. You can stop services from storing your credit card
information by adjusting your privacy preferences under

Record - Who | AM.

[ Request to Clear History ]

show less
Safari - you visited www.cutekittens.com details
LinkedIn - your contacts were shared details
@ November 8
Google - you searched for “cats and rabbits” details
@ November 7
Google - you searched for “best cat beds” details
Amazon.ca - you purchased “Comfy Cat Bed” details
CatsRUs.ca - your credit card information was ... details
and 1 more
? October 31
i Safari- you downloaded “Cat.jpg” details

What | DO Where | GO

What | DO

Where 1 GO

Browser Tracking
Site-specific

Your behaviour will only be tracked by the site you are
using. This helps the site owner understand who is using
the site and how, and may also be required for the site to
function properly. Once you leave the site your
information will be removed

O Allow site-specific tracking
O Always ask me first
O Allow from my Trust List only

Third-party

Location Tracking

Some apps or other services track your location when
you are using a portable device. In some cases this is
necessary for the service to function fully (e.g. locating
yourself on Google maps). However this information may
also be used by third parties to ...

O Always allow location tracking

O Always ask me first

O Allow from my Trust List only

O Only allow when service is in use

Your behaviour may be tracked by services or companies
beyond the site you are using. This infomation can be
used to create a “digital fingerprint” of you, and may be
sold to and used by advertisers or others to create
targeted advertising and/or to identify you on different
websites or different devices. This may include purchases
you make or ...

O Allow third-party tracking
O Always ask me first

O Allow from my Trust List only

Sticky
Your information will “stick” to your browser, such that it

will not be removed once you leave the site, and can be
used to identify you across the internet over time.

O Allow sticky tracking
O Always ask me first

O Allow from my Trust List only

might want a combo of e.g. Trust List and only when in use

My Privacy Preferences

My privacy protection level Learn more

e

Record

Decide what information is recorded on a website, in an
app, or on your computer.

Who | AM | WhatI DO Whol KNOW Wherel GO

Protect information like your name, your email
address, your credit card information and your
date of birth...

O Always allow this information to be recorded

O Always ask me first
O Allow from my Trust List only

Track

Decide what data gets collected about you and by
whom.

Share

Decide what information is shared with others,
including other people, websites, apps or companies.

What I DO

- purchases | make
- sites | visit (?)

- links | post

- images | post

- other?



